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Is Cyber Insurance Necessary?
Cyber-attacks are becoming more
frequent, more invasive, and more
lucrative to bad actors. It is not a
matter of if your firm will have a breach
of security, it is simply a matter of
when this occurs. While experts try
to argue the merits and risks of using
cloud providers versus premise-based
solutions from a security perspective,
all types of technology are vulnerable
from your mobile phone to your hosted
or SaaS service. When an attack occurs,
the costs of reporting required by
compliance regulations, down time,
and loss of data will be among the
losses. Since we can’t be sure that all
the efforts of your technology teams
on cybersecurity will keep the bad
actors out, one way to mitigate that
risk is to shift the risk of cybercrime
to cyber insurance carriers. There are
almost one hundred providers of these
policies today.
Public practice firms as well as industry
businesses have a variety of regulations
that must be followed for computer
systems and computer-based records.
For example, breach reporting laws exist
in 47 states. These laws have driven
recommendations to encrypt all data
whether in motion over the internet or
at rest on a local drive, server or storage
device. However, both Tennessee and
Louisiana currently require reporting
a breach even if the data is encrypted.
Other regulations that control Personally
Identifiable Information (PII), Personal
Health Information (PHI), or Payment
Card Industry (PCI) that frequently
exists in our client records or on our

By Randolph P. (Randy) Johnston, shareholder in K2 Enterprises, LLC

mobile devices. One defense that you can
implement is multi-factor authentication
(MFA). With the March 1, 2018 changes
in PCI regulations requiring MFA, the
fact that many banks and other financial
institutions implement MFA for larger
or business accounts, as well as the
requirement early in 2017 by the IRS to
use MFA with tax software applications,
it has become clear that the minimal best
practice for security is adding MFA for
most businesses. If you don’t have MFA
or encryption, your risks increase; just
like in the 1990’s not having a firewall or
anti-virus software increased your risks.
Consider having security training at
least once per year, but perhaps as often
as four times per year. Instruction for
team members on what to do, or not,
and how to recognize attacks will drive
up awareness, and in turn, drive down
your risk. This could include simple
training like recognizing bad email,
not clicking through links, making sure
that anti-virus is running properly as
well as how to report and respond to a
suspected issue. You can use services
that test your organization with social
engineering as well as using tools that
run network vulnerability scans or
external penetration tests. Studies have
shown that organizations that have
security as a priority from the top levels
of management have more security
awareness throughout the organization
and have fewer security errors made.
Bad actors, whether they are individual,
organized crime, or state actors, have
discovered that obtaining PII data can
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be profitable when it allows them to
access bank accounts, credit cards,
retirement accounts, stock holdings,
and other monetary instruments. While
the perception of many businesses is
that the bad actors only target larger
players, anyone who is connected to
the internet is a potential target. This
is made even easier with automated
cracking tools that can be obtained for
less than $100. Automated tools identify
specific targets with vulnerabilities,
desirable characteristics for monetary
gain, and easy targets for infection.
Malware, that is malicious software
Continued on page 12
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PRESIDENTS Message
Steven Britsch, CPA

Well things in the world are in perfect order: The
Vikings broke my heart, we feel good when it warms
up to zero, a new tax bill is passed that leaves many
questions, petty bickering rains supreme in DC
as we face another government shutdown, that
blasted ground hog saw his shadow, Twins fans
feel optimistic about their team nine days prior to
pitchers and catchers report for spring training and
busy season is kicking into high gear.
People often ask how we can put in the long hours of
busy season. My response is pretty basic. It’s cold outside – I may as well
make money inside. I have no idea how our colleagues in warmer states
do it. It would be real hard to put in a fourteen hour day with it being 75
above with no wind. At least half of you thought golf when you read that
description! Speaking of golf, a quick reminder our annual convention is
in beautiful Medora, August 19-21. Mark it on your calendar and make it a
family event.
I mentioned earlier about the new tax bill which recently passed. As I was
reading the tax bill I could not help but think there are not enough CPAs in
Congress. If there were, maybe someone would have explained what “per
unit retain allocation” actual represents! We all heard the joke, “what are
you going to do when we all file our tax returns on a post card?” Let the
humor of that statement set in for a moment. Our clients will need us more
now than ever before. With the major tax law changes our clients are faced
with, our expertise is paramount to our clients success.
Thankfully, there is so much more to our profession than just taxes, as
our knowledge is needed at almost every turn. Whether in audit, industry
or tax, the expertise we yield as a profession has a profound effect on our
employers and clients. The public is looking for us to be THE professional
they turn to for all their financial needs. This is why so much of the
Society’s focus is on CPE. Our staff does a great job in lining up the most
current and relevant CPE on the market. Log on to our website at ndcpas.
org and take a look at the upcoming offerings.
The next few months promise some long days of work, but remember,
pitchers and catchers report in 9 days. Spring is coming!

Steve Britsch

Young Professionals -- mark your
calendars for the spring event. Watch
your email for more details.

April 24
8:30 am - 3:00 pm
State Capitol, Bismarck
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andrew johnson
Andrew is a Senior
at Conordia College
and will graduate this
May 2018. Hometown
Foxhome, MN.

shayna mertz
Shayna is a senior
at NDSU, and will
graduate in December
2018. Hometown
Ellendale, ND

katelynn presser
Katelynn is a senior
at NDSU and will
graduate this May 2018.
Hometown Mercer, ND

marissa woroniecki
Marissa is a Senior at
the University of Mary
and will graduate in
April 2018. Hometown
Bottineau, ND

dayna rothenbacher
Dayna is a Junior at
Photo
UND and will graduate
Unavailable in 2018. Hometown

May your debits equal your credits.

2018 spring yp event

2017 BOARD OF DIRECTORS
SCHOLARSHIP Winners

Hazen, ND

Schedule of Events
8:00-9:00 - Registration/Breakfast
9:00-12:00 - Training
12:00-1:00 - Lunch
1:00-3:00- Training
3:00-4:00 - Tour of Capitol

connect with us!

Schedule subject to change

Cost $100 Non-member
$85 Member $15 Student

Check us out on facebook @ndcpas,
Twitter @NDCPASnews and LinkedIn
@North Dakota CPA Society

ndcpas.org

Welcome

New Members

Exam Passers

The following candidates passed the CPA exam from
July 1, 2017 through December 31, 2017
Andrew Adams, Owatonna MN
Holly Amundson, Morris MN
Ian Ballantyne, Bismarck ND
Samuel Betland, Champlin MN
Danielle Call, Grand Forks ND
Eric Christensen, Whapeton ND
Britten Croves, Grand Forks ND
Jacob Fisher, Minneapolis MN
Vanessa Flanagan, Edinburg ND
Ashley Freitas, Silver Spring MD
Jackson Hall, Edinburg ND
Sulaimon Hassan, New Brighton MN
Anna Haugen, Wichita KS
Jennifer Jacobson, Fargo ND
Bryce Karel, Grand Forks ND
Michaela Kathrein, Dickinson ND
Patrick Krueger, Grand Forks ND
Alec Lazur, Grand Forks ND
Andrew Leedahl, Dayton MN
Zhenhui Liang, Zhuhai China

Devon Liljenquist, Fargo ND
Jerrica Luck, Minnetonka MN
Jordan Mayer, Hazen ND
Erin Olson, Williston ND
Aaron Rients, Grand Forks ND
Tashana Roberts, Detroit Lakes MN
Joshua Rubink, Fargo ND
Brendan Sailer, Grand Forks ND
Adam Simmonds, Fargo ND
Madeline Smith, Grand Forks ND
Aja Steinfeldt, Green Bay WI
Anne Stoll, Fargo ND
Min Su, Seattle WA
David Talley, Oxbow ND
Shailaja Vegiraju, Schaumburg IL
Paige Vetter, East Grand Forks MN
Nathan Williams, Eden Praitie MN
Hui Zhao, Shanghai
Muzi Zhu, Brooklyn NY

Ahmed Abdi, Fargo
Melissa Alexander, Minot
Jacob Anspach, Moorhead
Mona Barhouma, Fargo
Arnold Bolland, Fergus Falls
Carmen Borgen, Fargo
Philip Duckworth, Fargo
Dustin Foster, Minot
Sara Gilbertson, Moorhead
Jordyn Glenz, Moorhead
Breck Hendrickson, Bismarck
Shantel Herner, Bismarck
Christopher Hockert, Reiles Acres
Fayas Khan, Abu Dhabi
Kevin Laluyan, Moorhead
Samantha Larson, Moorhead
Rana Opsahl, Twin Valley
Travis Pearson, Moorhead
Tyler Schill, Barrtte
Tina Schmitz, Moorhead
Rakshya Shrestha, Moorhead
Nicholas Trumbauer, Minot
Josh Young, Moorhead
Kristi Engquist
Tyler Helgeson
Samuel Silberstein

Society Board Notes...
AICPA COUNCIL
Tracee Buethner will succeed Patrick
Kautzman on the AICPA Council in May
of 2019, representing North Dakota on
the governing body. The selection was
made by private email “ballot” of board
members, from among two candidates.
North Dakota also has a 1-year position
on Council that is held by the Society’s
current president. The 3-year member
will report to the Society board and the
membership, following the May and
October full Council meetings.
TERRY KNOEPFLE
NDSU has a scholarship in memory
of Terry Knoepfle; to add to the fund,
contact Paul Brown, MBA at paul.
brown@ndsu.edu

MINTING NEW CPAs
but also the Society. The CPA Society
The Public Relations Committee, lead
has been the state administrator of
by Elise Siverson, promotes the CPA
the program for many years, and with
profession. Members have completed
good results. At some point in the next
several visits at state and border-city
few years, the Program will require
colleges. Over $3000 was invested
the Society have a staff-member CPA,
ARE YOUR FINANCE
in a Facebook advertising campaign,
to oversee the various aspects of the
SKILLED
plus $2000 for advertisingPROFESSIONALS
at various
operation.
This change could bring
colleges. The Society offersENOUGH
a noa
significant
cost, which will
TO FULFILL added
YOUR
cost student membership available,
likely translate to higher firm costs.
STRATEGIC BUSINESS
GOALS?
currently with about 100 potentialBut we are taking
steps to postpone
CPAs as members. Five “Board of
that change, by seeking an annual
a qualified
CGMA
Directors” scholarships areWhether
awardedyou integrate
waiver
(available
for up to 3 years).
each year to student members
or
The your
Peer team,
RevieworCommittee
designation
holder into
empower will need
affiliates; the most recent group
was throughtothe
address
how
to proceed when a
your people
CGMA
program,
selected in early February.you’re adding the experience
waiver is no
available.
Their
to longer
excel, to
be
options include passing on the higher
ready, to be the difference.
PEER REVIEW
costs, or using another state society to
Changes are coming in the Peer
administer the program for our firms.
Review Program – not only for firms,

®

From INSIGHT to IMPACT. The CGMA difference.
Visit CGMA.org/Program to know more.

COLLEAGUES YOU CAN COUNT ON
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Member spotlight
Kylie Vold, CPA

Young Professional

Arrowwood Resort

Position: Controller, Heritage
Homes

Family: Husband: Nate Vold, Fur-child: Malibu Vold – a 5
year old Chorkie

Hometown: Alexandria, MN

Dream vacation: Maui, Hawaii at the end of January
with my husband and family.

First job: Marina Attendant at

How did you decide to be an accountant? I was in
school for Marketing and a required course was ACCT 200.
T Charts and journal entries just clicked.
Alma Mater/Degree: NDSU – Bachelor of Science in
both Accountancy and Finance
What did you do to celebrate passing the exam? I
was in the middle of planning a wedding and doing the fast
pass. Each time I passed I screamed and jumped and went
out to eat to celebrate being one step closer to being a CPA.
Professional/Community Activities:
Sunshine Kids Foundation
Hobbies and Pastimes: I love football specifically the
Vikings. I will always bleed purple and lake activities in the
summer can’t be beat.

The best advice you ever received: Breathe. From my
mom. There are times in life when everything seems like
too much. In reality if you take life one moment at a time
and just breathe you will get through the difficult times and
be able to enjoy the great adventures life can bring.
Something most people don’t know about you:
I struggle with Chronic Lyme Disease. I have tried over
7 different treatments and won’t stop trying until I find
a cure. My family and my work are understanding and
supportive.
The nicest thing someone has said to you this week:
They laughed at me and told me I’m hilarious. – I like when
I’m able to put a smile on someone’s face so I take that
as a compliment.

Jennifer Sunram, CPA

Industry

Position: Commercial Controller,
Doosan Bobcat, Fargo
Job Responsibilities: Developing
and providing financial reports and
financial information for decision
making and analysis of product lines, market data, pricing
information, and etcetera to drive and enable optimization
and higher quality of decision taking with the businesses.
Company Biography: Doosan Bobcat is an industry
leader in the engineering, manufacturing and marketing
of construction equipment and represents the worldrenowned Bobcat, Geith and Doosan brands.
Employment Background: I have been with Doosan
Bobcat since 2010 and have held three different positions
in the business aside from the current position. I started
the company as a Senior Accounting Analyst working in
general accounting mainly on supporting intercompany
transactions. I then moved into an Accounting Manager
role where I managed the general accounting of one of the
business entities within Doosan Bobcat. In 2014, I then
moved in Financial Planning and Analysis and was able
to support the Budgeting and forecasting of the business
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along with supporting all the cost centers in the business
until in 2017 transitioning to my current position. Prior to
working at Bobcat, I was employed with DFC Consultants,
Ltd for about 9 years.
Professional Activities: Aside from working at Doosan
Bobcat, I am also the Treasurer of a Local Non-Profit Soccer
Club, United Soccer Club of the Red River Valley.
Birthplace: Breckinridge, MN
Alma Mater/Degree: Bachelor of Science Degree in
Accounting – Minnesota State University Moorhead
Hobbies and Pastimes: My main hobby right now is
driving my kids around to their activities. I love watching
them participate and stay active. I also enjoy reading when
I can, hanging out with Friends, and gardening.
Favorite Quote: “Your work is going to fill a large part of
your life, and the only way to be truly satisfied is to do what
you believe is great work. And the only way to do great
work is to love what you do. If you haven’t found it yet,
keep looking. Don’t settle. As with all matters of the heart,
you’ll know when you find it.” ~Steve Jobs

ndcpas.org

Young Professional Group

When Friends Want Free Accounting Help

By Teri Saylor

Here’s how to know whether to lend a hand
Because you’re a CPA, chances are good that, at some point,
your friends and family members will ask you for financial
advice, tax tips, or even free services. Lending a helping hand
can give you real-life experience and even help your career,
but if you’re not careful, your well-meaning assistance could
do professional harm. In addition, you may risk overextending
yourself or step into thorny relationship tangles with
loved ones.
How can you be helpful without stepping over ethical lines or
risking a cold shoulder from family members? The first thing
to determine is whether you should provide free advice or
services. Experts weigh in:
Assess how it might affect your relationship with the
other party. “Getting involved in your family’s business
and financials can be super tricky and can create a messy
dynamic in relationships,” said Tamera Loerzel, a partner at
ConvergenceCoaching LLC in Minneapolis. Before offering
advice, Loerzel, who specializes in leadership training for
executives in the accounting profession, recommends that you
“ask yourself, ‘Can you be objective, and can they hear you
being objective?’”
Determine whether you’re qualified. You may be asked to
provide free services for your church, nonprofit, or a family
member with a complicated tangle of financial affairs. In
these cases, ask yourself whether you will be able to perform
these services in compliance with accounting standards even
if they are not in your area of expertise, said Ellen Goria, CPA,
senior manager–Independence and Special Projects in the
Professional Ethics Division at the AICPA.
“Undertake these services only if you can complete them with
professional competence,” she said.
If you decide it’s best to turn friends and family down, here’s
one way to soften the blow:
Refer them elsewhere. Richard Ward, CPA, is president and
CEO of Capital Configuration, a wealth management company
he founded in Pittsburgh in 2014. He has trimmed his pro
bono family and friend portfolio down to two clients—his
mother and grandmother—because he said he can’t afford
to work for free. Ward, a graduate of the AICPA Leadership
Academy, tries to steer other family members to competent
and affordable colleagues and knows exactly what to say to
avoid creating tension.

COLLEAGUES YOU CAN COUNT ON

“I just say ‘I can’t do it, but I can recommend someone I trust
to do a good job for you,’” Ward advised. “This way, you can
clear your conscience by offering them a workable solution.”
If you do decide to give friends and family some help, there are
a few crucial things you should consider first:
You still owe them your best work. Even if you’re working pro
bono, you are still required to provide the service just as you
would for a client who pays your standard rate, Goria said.
“Professional standards don’t allow you to perform subpar
work just because you are not getting paid in cash,” she said.
“You might be paid in cookies or a bottle of wine, but your
friend is still your client, and you have a responsibility to
perform the service as you would with any regular client.”
Know the standards. The AICPA’s FAQ on General Ethics
Questions presents the organization’s position on pro bono
and below-cost work (see page 6).
Be aware of what your employer will allow you to do. At
Richmond, Va., firm WellsColeman, for instance, employees
are not allowed to use the firm’s resources for personal profit.
As WellsColeman managing partner George D. Forsythe,
CPA, noted, “Most CPAs employed by a firm don’t have their
own software, and if they use the firm’s software, they may be
creating a liability for their firm.” Forsythe suggests offering
to help your friends complete their own taxes using software
available to the public by explaining the process and being
available to answer questions.
When you undertake it carefully, though, free work can add
a boost to your business. You never know when your helping
hand may convert a pro bono client into a paying customer.
Ward appreciates his role of being a go-to person for financial
advice and help, and offers cash-strapped friends and
acquaintances a discounted rate.
“Helping people can serve as a good marketing tool,” he said.
“You never know when they might become successful or cross
paths with someone who needs a CPA, and the fact that you
helped them might just lead to a referral.”
This article originally appeared in The Edge. ©2017 Association of
International Certified Professional Accountants. All rights reserved.
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new digs

Jim Abbott, Executive Director
The Society and Accountancy Board will be moving to
separate offices later this year, and each will have its
own staff and equipment. It’s a new chapter for two
organizations that have shared facilities for over 35
years. They are separate entities, with different board
members, bank accounts, and unique activities. But
they’ve shared staff and facilities for decades. The
arrangement has worked well over the years, though
it’s rather foreign to others in the domestic profession.
Members, licensees and the public have a 1-stop
point of contact, whether their question relates to
membership or license renewal, education requirements or CPE offerings, or
consumer concerns. When state regulation is discussed in national forums,
North Dakota is a good model -- its regulatory structure well aligned with
the recommended. In fact, in the area of firm mobility, we’ve likely been one
of a few early leaders in enabling the practice. Public concerns and licensure
inquiries are handled promptly. The regulation and promotion/advocacy
halves of the profession have worked quite well together, and the current
regulatory structure seems workable for both. North Dakota has been the
last such integrated state for over 30 years; Kentucky was perhaps the second
last. In other parts of the world, integration is even stronger, such as in the
Canadian provinces. It was the norm for me, when I joined the team in 1988.
But things change.
The Accountancy Board will search for a new director later this year. It’s a
role that will oversee entrance of new accountants into the CPA profession
– ensuring that state requirements are met. The role will oversee annual
renewal of CPA and firm licensure, and also deal with any public concerns
that arise. If you have an interest in the role, feel free to send a note
requesting the job notice …. to ndsba@nd.gov.
Lots of change, including new digs. But “a change is better than a rest”.1
1 S. Bragg, 1974, New Scientist, via Books.Google.com … but perhaps borrowed elsewhere !

Member Perks
Membership counts! As a member
of the CPA society you have access to
several benefits including AAA.
Advantage of AAA membership include:
•
Roadside assistance- Coverage in
any car, anytime, anywhere, battery service, fuel delivery, towing
and more!
•
Member savings on dining, shopping, hotels, rental cars and more.
•
Book you next vacation through
AAA Travel, North America’s
leading full-service leisure travel
agency.
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Additional member benefits include:
Access to quality insurance products
•
Free TripTik routings, Tourbook
guides and maps
•
Discounted or free passport photos
•
Car travel interruption insurance
•
Vehicle Purchasing Program
•
Financial Services
•
AAA Living magazine and more!
To access member discounts go to

ndcpas.org/memberperks

ndcpas.org

nd cpa society foundation

Your support of the North Dakota CPA Foundation helps aspiring CPAs realize their
dreams. The following have made an investment in the future of professional accounting
of $50 or more in 2017.
Jim & Mary Abbott
Laura Adair
Steve Adkins
Darlys Anderson
Mike Astrup
Michael Bakk
Kate Barone
Selorm Boateng
Derrel Britsch
Steve Britsch
Pat Brown
Tracee Buethner
Kate Campbell
Brian Christensen
Blain Christianson
Terri Clark
Emmanuel Conduah
Dianne Connelly
Terry Delaney
David DeMers
Denise DockterKambeitz

Ryan Donahue
Robert Dosch
Brittany Dunn
Stacy DuToit
Stephen Easton
Dee Ann Ellingson
Sheri Erickson
Brian Fisher
Heather Fried
Patti Froelich
Tammy Gerszewski
Dave Glennon
Terry Golling
Pat Hanson
Randy Heller
Pete Hoistad
Mark Holm
Tonya Holmstrom
Dave Holt
Ann Johansen
Ramona Johnson
Stephanie Johnson

COLLEAGUES YOU CAN COUNT ON

Sheldon Kauk
Lori Klassen
Emily Klym
Katie Knodel
Harmony Kolling
Joe Kovar
Deborah Kraft
Nicole Lautenschlager
Tim LeClair
Ben Lenzen
Kirk Lindemann
Luke Lundin
Joe Martin
Charmaine McKenzie
Erin Meiers
Mark Miller
Charles Miska
John Mongeon
Dan Monson
Mike Montplaiser
Lowell & Cynthia
Nelson

Roger Nelson
Jerry Nuss
Kari Olson
Yvonne Opoien
Mary Jo Richard
Kevin Ritter
Lyndsey Roemmich
David Rygh
Mike & Janel Schmitz
Marci Schorsch
Michelle Schumacher
Marijo Schwengler
Collin Serhienko
Clarence Sitter
Elise Siverson
Bethany Stockdill
Sharon Swan Tieszen
Scott Swanholm
Carla Swenson
Tabitha Talkington
Oakley Thoeny
Jody Tibert

Steve Troyer
Tom Tweten
Steve Ulven
Sarah Vallely
Dan Walerius
WW Weispfenning
Brian Whalen
Harris Widmer
Harold Wilde
Jim Wosepka
Will Young

See Businesses
Donors on pg 15
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Bismarck Ramkota

Summer CPE Variety Pack
For pricing and registration, please visit our website at www.ndcpas.org/cpe

June 18 | 8:00 AM - 11:30 AM

Guide and Update to Compilations, Reviews,
and New Preparations (CRU4)
Instructor: Michael Morgan
Specifically designed for compilation, preparation, and review
practitioners and their staff, this course will provide you with
an overview, update, and hands-on application for performing
compilation, preparation, and review engagements. You will
learn the ins and outs of SSARS No. 21, Clarification and
Recodification. The course will also cover the changes that
have occurred with the issuance of SSARS Nos. 22 and 23
with regard to compilation of pro forma financial information
engagements, engagements on prospective financial
information, as well as in other areas relevant to SSARS No.
21 engagements, including lessons learned from early peer
reviews of SSARS No. 21 engagements. This course will bring
you up-to-date on SSARSs requirements and guidance as well
as provide examples and illustrations to help you effectively
perform compilation, preparation, and review engagements.
Intended Audience: Accounting practitioners & their staff
performing and managing compilation, preparation, and
review engagement services
Level: Update
CPE Credits: 4 Auditing
Prerequisite: Experience in performing and managing
compilation, preparation, and review engagements

June 18 | 12:30 PM - 4:00 PM

This Year’s Top Tax and Financial-Planning
Ideas (IEF4)
Instructor: Donald Cooley
With tax rates for individuals, estates and trusts changing, tax
planning takes on more importance. Additionally, new ideas
for financial planning and retirement must be considered.
The purpose of this course is to explore practical tax-planning
ideas that practitioners can use to assist clients with their
needs. This course is crucial for CPAs who are looking for
good ideas that can save clients money! Continually updated
for legislative developments.
Intended Audience: All practitioners, especially those who
want to provide the best up-to-the-minute tax advice
Level: Intermediate
CPE Credits: 4 Taxes
Prerequisite: Basic course in individual income tax and estate
planning
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June 18 | 8:00 AM - 11:30 AM

Surgent’s S Corporation, Partnership, and
LLC Tax Update (BCP4)
Instructor: Donald Cooley
If you are a practitioner who wants the latest information
on tax changes affecting your business clients or employers,
then you should take this enlightening course. You will learn
invaluable knowledge, strategies, techniques, innovative
tax-planning concepts, income-generating ideas, and
other planning opportunities available to S corporations,
partnerships, LLCs, and LLPs. Continually updated for
developments.
Intended Audience: All tax practitioners, both those
working in public accounting as well as those in private
industry, who need the latest information on tax changes
affecting their business clients or employers
Level: Update
CPE Credits: 4 Taxes
Prerequisite: Experience with pass-through entity clients

June 18 |12:30 PM - 4:00 PM

Examining The New Lease Accounting
Standard: More Than Meets The Eye (NLS4)
Instructor: Michael Morgan
Implementing ASU No. 2016-02, Leases (Topic 842) is sure
to have a major impact on your balance sheet and potentially
on your business as well. This course is a one-stop shop for
what you need to know about the upcoming changes to lease
accounting. In this course, we will review how to measure the
lease liability and Right of Use asset that will now be recorded
on the balance sheet for all leases. We will also tackle the
tricky issues of accounting for lease modifications and other
lease re-measurement events as well as address the other
major provisions of the new standard, including transition.
We will also review the income statement treatment of lease
expense for all leases for both lessees and lessors and discuss
recent FASB implementation guidance.
Intended Audience: Practicing CPAs and their staffs, both in
public accounting and business and industry -- controllers,
accountants, and other financial accounting personnel
involved in financial statement preparation and review.
Level: Intermediate
CPE Credits: 4 Accounting,
Prerequisite: Experience in financial accounting and
reporting

ndcpas.org

Bismarck Ramkota

Summer CPE Variety Pack
For pricing and registration, please visit our website at www.ndcpas.org/cpe

June 19 | 8:00 AM - 11:30 AM

June 19 | 8:00 AM - 11:30 AM

Instructor: Michael Morgan
Standards overload. Confidential data under siege. Uncertain
market outlook. Regulatory confusion. Understanding the
forces affecting your A&A public practice is critical to success
in today’s complex and rapidly changing market. In this
session we will tackle pressing issues at a “need to know” level
and then discuss the practical implications. You will come
away armed with the “big picture.” Preparedness is half the
battle, so do not miss this critical briefing.

Instructor: Donald Cooley
Tax law complexity. Uncertain legislative outlook.
Confidential data under siege. Regulatory confusion.
Standards overload. Understanding the forces affecting your
tax public practice is critical to success in today’s complex
and rapidly changing market. In this session we will tackle
pressing issues at a “need to know” level and then discuss the
practical implications. You will come away armed with the
“big picture.” Preparedness is half the battle, so do not miss
this critical briefing.
Intended Audience: Practicing CPAs with a need to stay on
top of the issues and trends that affect their practice this year
Level: Intermediate
CPE Credits: 4 Taxes
Prerequisite: Sufficient experience in tax practice to have
gained a baseline understanding of key terminology and core
issues

Five Critical Issues That A&A Public
Accountants Will Need To Face This Year
(CIA4)

Intended Audience: Practicing CPAs with a need to stay on
top of the issues and trends that affect their practice this year
Level: Intermediate
CPE Credits: 4 Accounting,
Prerequisite: Sufficient experience in A&A practice to have
gained a baseline understanding of key terminology and core
issues

June 19 | 12:30 PM - 4:00 PM

Small-Business Accounting, Audit, and Attest
Update (SMP4)
Instructor: Michael Morgan
Specifically tailored for practitioners who do not perform
audits, but provide other attest and non-attest services
to small- and medium-sized businesses, this course is a
comprehensive update covering recently issued accounting,
compilation, and review standards, as well as other
professional guidance impacting small- and medium-sized
business accountants. The course uses practical examples and
illustrations to help you understand and apply the material in
practice.
Intended Audience: Practitioners at all levels who provide
non-audit and non-attest services to small- and mediumsized businesses desiring to remain up-to-date on recent
pronouncements and other standard setters activities and
professional guidance
Level: Update
CPE Credits: 3 Accounting, 1 Auditing
Prerequisite: Experience in accounting and auditing

COLLEAGUES YOU CAN COUNT ON

Five Critical Issues That Tax Public
Accountants Will Need To Face This Year
(CIT4)

June 19 | 12:30 PM - 4:00 PM

Select Estate and Life Planning Issues For The
Middle-Income Client (PMI4)
Instructor: Donald Cooley
Clients think that estate planning only applies to the very rich.
In truth, there are many issues of critical concern for which
the middleincome client needs to plan. This course is a mustattend for all CPAs who work with middle-income clients and
are looking for ways to provide additional quality services.
Updated for developments relative to potential estate tax
repeal.
Topics Discussed:
* More than 20 documents that clients should have that are
neither a will nor a trust * Provisions you need in a will *
Trusts and other arrangements for children * Durable powers
of attorney for healthcare and for financial matters * Asset
protection strategies * Developments relative to potential
estate tax repeal
Intended Audience: CPAs who advise clients on estate
planning
Level: Basic
CPE Credits: 4 Taxes
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upcoming webinars
www.ndcpas.org/webcpe

March

23

Leases: Mastering the New FASB Requirements

23

Controller’s Update: Today’s Latest Trends

27

Revenue Recognition: Mastering the New FASB Reqs

27

The Changing Role of the Controller: Advancing from
Tactical to Strategic
U.S. GAAP: Review for Business & Industry

5

Construction Contractors: Accounting, Auditing, Tax

5

Financial Reporting for Not-for-Profit Entities

6

Financial Forecasting: Planning for Success

7

Social Security and Medicare: Maximizing Retirement

28

7

Not-for-Profit Accounting and Auditing Update

8

Employment Law Update: Examining Critical Issues

April

with FMLA, HIPPA, COBRA, ADA and More

3

Financial Forecasting: Planning for Success

8

Statement of Cash Flows: Preparation, Presentation,

4

Fraud and Cash Receipts: Common Frauds and

9

Applying the Uniform Guidance in Your Single Audits

9

Employment Law Update: Reducing Liability

12

Internal Control and COSO Essentials for Financial

Internal Controls
6

Internal Control and COSO Essentials for Financial
Managers, Accountants and Auditors

Managers, Accountants and Auditors

9

Financial Reporting for Not-for-Profit Entities

Fraud and Cash Receipts: Common Frauds and

10

Financial Instruments: Mastering the New FASB Reqs

Internal Controls

10

Social Security and Medicare: Maximizing Retirement

15

Analyzing a Company’s Financial Statement

11

16

Identity Theft: Preventing, Detecting, and

Employment Law Update: Examining Critical Issues
with FMLA, HIPPA, COBRA, ADA and More

12

Employment Law Update: Reducing Liability

12

Statement of Cash Flows: Preparation, Presentation,

13

Applying the Uniform Guidance in Your Single Audits

14

Investigating
20

Risk, Cost, and Cash Management for Controllers and
Financial Managers

21

Interpreting the New Revenue Recognition Standard
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Not-for-Profit Accounting and Auditing Update

22

Data Breaches & Other Cyber Frauds: A 21st Century
Risk to Your Organization

18

Analyzing a Company’s Financial Statement

19

Revenue Recognition: Mastering the New FASB Reqs

Not seeing the class you need? Check out our partner webinars at www.ndcpas.org/partnerwebinars.

Register by May 15 and Save

Preseason pricing
It’s Easy! Plan your CPE early and reap the benefits. Not only will you avoid

missing the classes you need, but you will save money! If plans change, you can
switch your selection or get a refund. Simply register for any eligible course*
by May 15 and save $20 on 8 hour classes and conferences, and $10 on 4 hour
sessions. *Excludes the Management Conference, Tax Practitioner Institutes, YP events
and web programs.

Cancellations: In the event you are unable to attend a class, let us know at least 14
days in advance and you can switch to another 2018 program or we will refund your
money. Any cancellations received after the 14 day notice period will require a $30
administrative fee. You can also transfer your registration to another participant.
Additional fees will be required if a member transfers to a nonmember.
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2018 Tax season

by Ryan Rauschenberger, Tax Commissioner
The mission of
the Office of State
Tax Commissioner
is to fairly and
effectively
administer the
tax laws of North
Dakota. Thank
you for all you do
as tax preparers
and advisors
to help your
clients comply with the tax laws. Your
sound advice and professionalism
makes our job easier and helps us fulfil
that mission. Here are few tips and
reminders to help your 2018 tax season
go smoothly:
• Remember the 2018 Due Date for
Individual Income Tax: The due date
to file and pay 2017 individual income
tax returns is Tuesday, April 17 this year
because April 15 falls on a Sunday, and
the following Monday, April 16, falls on
Emancipation Day – a legal holiday that
is observed in the District of Columbia.
Note that because Emancipation Day is
not a legal holiday in North Dakota, due
dates for taxes other than income taxes
are not affected.
• Verify the Mailing Address: To avoid
delay in processing the return and
receiving a refund, make sure your
client’s address is current and accurate.
Don’t include extra spaces or dashes,
and be sure to include apartment
or unit numbers.
• Confirm Estimated Payment
Amounts: Double-check that your
clients made the correct payment
amounts. If your client can’t remember,
have them get the canceled checks or
bank statements. If you need to get
information from our office, have the
client fill out a Form 500 - Authorization
to Disclose Tax Information &
Designation of Representative so that
you can obtain the needed information.
• Use Direct Deposit: Use direct deposit
to ensure the fastest refund. Make sure
you verify direct deposit information
to ensure your clients receive
their refunds.

COLLEAGUES YOU CAN COUNT ON

• Enter Royalty Income Separately for
each 1099-MISC: Remember to enter
each 1099-MISC separately if claiming
North Dakota withholding from a
particular oil and gas company. This is
similar to entering each W-2 separately
– you cannot lump them as one amount
when there is withholding.
• Utilize Electronic 1099-G: Encourage
clients to consent to obtain the 1099G electronically by marking the circle
on the bottom of the ND-EZ and ND-1
forms (found at bottom of forms by
the disclosure authorization circle for
preparers). We also offer a 1099-G lookup tool on our website – www.nd.gov/
tax, then click on For Individuals, then
select the “1099-G Look-up Tool” link
under Quick Links for Individuals.
• Verify W-2 Information: If your
client has changed employment, make
sure to update the employer name and
employer federal identification number.
• Use the ND Form 500 - Authorization
to Disclose Tax Information: The IRS
Form 2848 Power of Attorney and
Declaration of Representative is not
valid for the state. So, your client will
need to file a Form 500 with our office
if they want you to be able to contact us
for information on their behalf. A checkbox for limited authorization is located
at the bottom of the North Dakota
income tax return. Checking this allows
us to work with a paid preparer if there
is a processing issue with that return.
• Set Realistic Expectations for Refund
Processing Times: The processing time
for refunds will continue to be impacted
by our new fraud prevention processes.
This means the return processing and
refund turnaround times will not be
as fast as they were a few years ago. It
helps if you set that expectation with
your clients, and let them know about
the “Where’s My Refund?" tool. By
entering minimal information, this tool
will give your clients their return/refund
status. There is also an option for them
to sign up for a text or email alert when
their refund has been issued.
• Attach Schedule ND-1QEC for Credits:
When claiming a credit like the qualified

endowment credit, you must include
or attach a PDF of the North Dakota
Schedule ND-1QEC. It’s also helpful if
you can attach the documents received
from the charitable organization.
This may help our office process
the return quicker by eliminating
the need to contact the client when
there is a question regarding the
qualified endowment.
• No Non-resident Filer Use of Schedule
ND-1CR: When preparing a return for
a non-resident, they will never also
have a Schedule ND-1CR - Claim for
Income Tax Paid to Another State or
Local Jurisdiction. Only North Dakota
residents can use a Schedule ND-1CR.
• Remember Three Year Statute of
Limitations for Refunds: The statute of
limitations for filing a return claiming
a refund of tax withheld or estimated
payments is three years from the
original due date of the return, or the
date on which the return was filed,
whichever is later. For example, if an
original 2014 return (which was due on
April 15, 2015) has not been filed, your
client has until April 17, 2018 to file
for a refund. The deadline is April 18
because April 15 falls on a Sunday, and
the following Monday, April 16, falls on
Emancipation Day.
• Filing an Extension: If your client
obtains an automatic extension of time
to file their federal return, they do not
need a separate extension with North
Dakota. We recognize the federal
extension. However, interest still
accrues during the extension period
on any amount of tax not paid by April
17, 2018. If you do not obtain a federal
extension, but need additional time to
file the North Dakota return, apply for
a North Dakota extension by filing ND
Form 101.
• Tax Clearance Requirements: As a
result of 2017 Senate Bill No. 2283,
taxpayers will have new requirements
when claiming certain tax credits.
The taxpayer may need to attach to
their return a completed property
tax clearance record that is obtained
for each county where they have a 50
Continued on page 15
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Classified Ads for

March 2018

North Dakota Practices for Sale: gross revenues shown:
Southwest ND Tax & Accntg $350K - 90% tax/10% accntg/
payroll; Southeast ND CPA $141K - 75% tax/8% Accntg/
Bkkping/13% audits/reviews/4% other. For more information call 800-397-0249 or view listing details and register
for free email updates at www.APS.net.
THINKING OF SELLING YOUR PRACTICE? Accounting
Practice Sales is the leading marketer of tax and accounting
practices in North America. We have a large pool of buyers,
looking for practices to purchase. We also have the experience to help you find the right fit for your firm, negotiate the
best price and terms and get the deal done. We welcome the
opportunity to talk to you about our risk-free and confidential services. For more information call Trent Holmes with
the APS Holmes Group at 1-800-397-0249 or email Trent@
APS.net.
American Federal Bank, an employee owned, privately-held
financial institution, seeks candidates for a Manager Financial Planning and Analysis at our Home Office in Fargo. We
operate as a professional partnership with entrepreneurialminded employees who influence decisions and have an
opportunity to earn incentive compensation based on performance.
Send introductory letter and current resume to:
M. Heinzen, American Federal Bank
PO Box 2946, Fargo, ND 58108-2946
Fax: 701-461-5971
Mheinzen@americanfederal.net

Continued from page 1
such as ransomware, can be planted that
demands payment, destroys live files and
backups, or simply transfers valuable
data from your business to the bad actor.
The most effective attacks are the ones
that occur that you never detect. If a
breach occurs on your data, and you have
a reporting incident, industry standards
suggest that $250-500 per person is
needed. Consider if you do work for a
business, and obtain individual’s records
as part of that work. One project could
result in hundreds or thousands of
breach reports required. This table from
Ponemon illustrates the cost by industry:
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Average Breach Cost Per Record by
Industry in 2016 (US, in USD)
Just because your provider claims to
have appropriate backups, security and
other protections in place, what have
you done to confirm this? Have you
tested your restore capabilities, business
continuity/disaster recovery plan, or
reviewed your incident response plan
(IRP) lately? What about your internal
controls? Have you reviewed the strength
of your various controls and procedures?
To counter this risk, insurance
companies have begun to offer insurance
to specifically protect against the threat
of digital attacks. Most of you purchase
casualty and liability insurance to protect
the business from unforeseeable risk.
Cyber insurers either offer separate
policies or riders can be added to your
existing policies to assist in reporting,
forensics, and litigation. The policies

available and related premiums and
coverage are still developing. As
you review policies, listen to your
underwriter, but consider the cost of:
1)
2)
3)
4)
5)
6)

Downtime
Remediation
Forensics
Litigation
Reputation damage
Loss of data

It would be our hope that your business
is never attacked or worse yet breached.
However, with the simplicity of today’s
attack tools, the value of business
data, and vulnerabilities in our various
hardware and software systems, even
if everything is perfectly implemented,
there are no guarantees that your
protection mechanisms will keep the bad
actors out. So how can you shift the risk
of cybercrime? Cyber insurance!

ndcpas.org
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News from the IRS
Tax Pros Urged to Step Up Security as Filing Scheme Emerges,
Reminded to Report Data Thefts
WASHINGTON – Seeing the emergence
of a new filing season scam, the Internal
Revenue Service today urged tax
professionals to step up security and
beware of phishing emails that can
secretly download malicious software
that can help cybercriminals steal
client data.
Only a few days into the filing season,
the IRS has already identified a new
scam that began with cybercriminals
stealing data from several tax
practitioners’ computers and filing
fraudulent tax returns.
In a new twist, the fraudulent returns
in a few cases used the taxpayers' real
bank accounts for the deposit. A woman
posing as a debt collection agency official
then contacted the taxpayers to say a
refund was deposited in error and asked
the taxpayers to forward the money
to her.
This scheme is likely just the first of
many that will be identified this year
as the IRS, state tax agencies and tax
industry continue to fight back against
tax-related identity thieves. Because
the Security Summit partners have
made inroads against identity theft,
cybercriminals have evolved their tactics
to focus on tax professionals where they
can steal client data.
Thieves know it is more difficult to
identify and halt fraudulent tax returns
when they are using real client data
such as income, dependents, credits and
deductions. Generally, criminals find
alternative ways to get the fraudulent
refunds delivered to themselves rather
than the real taxpayers.
Tax professionals are reminded that
there is a procedure for them to report
data thefts to the IRS. They need only
contact their state’s IRS Stakeholder
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Liaison, who will notify appropriate IRS
officials and serve as a point of contact.
All practitioners should review Data
Theft Information for Tax Professionals
for details about the process and the
additional steps they should take.
When notified immediately IRS can take
steps to help protect taxpayers from taxrelated identity theft.
IRS Criminal Investigation agents are
still reviewing this latest data theft
scam. However, the vast majority of data
thefts occur because the tax preparer
or someone in the office opened a
phishing email and clicked on a link or
attachment that contained malware.
There are various forms of malware but
some download secretly into computers
and allow thieves to see each keystroke
or give thieves remote access to
computers. Both versions allow thieves
to steal data stored on the computers.
Tax professionals should review the
Security Summit’s Don’t Take the
Bait campaign, which outlined the
various scams used by criminals to
trick practitioners.
Tax professionals are urged to seek
cybersecurity experts to help better
secure their data. Here’s a reminder
of some basic steps tax professionals
can take:
Educate all employees about phishing in
general and spear phishing in particular.
Use strong, unique passwords. Better
yet, use a phrase instead of a word. Use
different passwords for each account.
Use a mix of letters, numbers and
special characters.
Never take an email from a familiar
source at face value; example: an email
from “IRS e-Services.” If it asks you to
open a link or attachment, or includes
a threat to close your account, think
twice. Visit the e-Services website
for confirmation.

If an email contains a link, hover
your cursor over the link to see the
web address (URL) destination. If it’s
not a URL you recognize or if it’s an
abbreviated URL, don’t open it.
Consider a verbal confirmation by phone
if you receive an email from a new client
sending you tax information or a client
requesting last-minute changes to their
refund destination.
Use security software to help defend
against malware, viruses and known
phishing sites and update the
software automatically.
Use the security options that come with
your tax preparation software.
Send suspicious tax-related phishing
emails to phishing@irs.gov.
This newest scam also serves as a
reminder to taxpayers that they should
be alert to any unusual activity such as
receiving a tax transcript or tax refund
they did not request. Please review the
Taxpayer Guide to Identity Theft for
appropriate actions.
Taxpayers who receive a direct deposit
refund that they did not request should
take the following steps:
Contact the Automated Clearing House
(ACH) department of the bank/financial
institution where the direct deposit
was received and have them return the
refund to the IRS.
Call the IRS toll-free at 800-829-1040
(individual) or 800-829-4933 (business)
to explain why the direct deposit is
being returned.
Keep in mind interest may accrue on the
erroneous refund.
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Ethics Corner
The Case of Gaeton’s Gatekeepers
By Charles Selcer, CPA, MBA

Gaeton D’Left CPA has been the partner on his firm’s audit
engagement of Fake Newsprint, Inc. for fourteen years. Fake
Newsprint uses recycled tax returns to generate newsprint for
the publishing industry. The managing partner of his CPA
firm, Rocco Socko, thinks this raises the familiarity threat to a
point where something must be done.
Q.
Can Gaeton still be audit partner on the job?
A.
Currently our Code of Professional Conduct does not
address this issue, long association. The international side
has looked at it and now PEEC (Professional Ethic Executive Committee), is
looking into it. One of their proposed FAQ’s to be debated at their February
meeting says Gaeton can continue to perform if safeguards are applied.
Safeguards could include a EQCR (Engagement Quality Control Review)
reviewer being added to the team, partner rotation or changing Gaeton’s role.
Stay tuned to see how the issue is resolved.

Society Awards
The Making a Difference Award
is available to recognize significant
contributions in community service
or within education, or service to
the CPA Society. Recipients must
be a CPA and Society member.
Nomination forms are available
at ndcpas.org/awards and
are due July 31.
Life Membership
This award is to recognize longstanding Society participation. The
recipient must be a CPA and retired
(not employed full time, and be 60
or older). Generally the award will
be presented to a CPA who has been
actively involved over a number of
years. To nominate or apply for life
membership, simply prepare a brief
recommendation letter and email it
to the Society office, mail@ndcpas.
org. Nominations due May 15.

Board of Directors Scholarship
These $1000 awards are available
to student members and affiliates.
The recipient should be planning
to write the CPA exam and become
a CPA. Applicants are to apply
online, and provide a narrative
about why they’re pursuing the CPA
credential. Application instructions
are at ndcpas.org/scholarships. To
become a member, see ndcpas.org/
studentform or call 877-637-2727.
Other Awards
The Society presents 3 awards that
recognize performance on the CPA
exam, and also issues certificates to
members with lengthy tenure.

Foundation
business donors
Alerus
Basin Electric Cooperative
Bell State Bank & Trust
Beverage Wholesalers, Inc.
Brady, Martz & Associates
Darlys Anderson, LTD
Eide Bailly
Holiday Inn
Otter Tail Corporation
Theodore Roosevelt Medora Foundation
Wells Fargo
Widmer Roel, PC
Continued from page 11
percent or greater interest in real
property. This will be required for
each year the credit is claimed. See
the “State and Local Tax Clearance
Guideline” available on our website
for more information.
• Taxpayer Access Point: If you are
registered for third party access for
your clients you will have access to
file and view original and amended
returns, view payments, and
view correspondence for Income
Tax Withholding; Sales, Use and
Gross Receipts; City Lodging and
Restaurant. You may also view refund
status for clients, upload information
returns (W-2’s and 1099’s), as well as
other types of inquiries.
• ACH Debit for Estimated Tax
Payments: North Dakota supports the
quarterly payment of estimated taxes
via Automated Clearing House (ACH)
debit at the time you file your client’s
2015 tax return. If you have clients
that would like to use this option,
make sure your software company
supports ACH debit of estimated
payments to ensure you can offer
this service to your clients. Visit our
website for a list of approved software
providers and the North Dakota tax
forms supported.

Accountancy Board Notes...

At its last meeting (2/15/18), the Board of Accountancy agreed on an executive director timetable, as well as wording
of a job notice and where to advertise. The joint Board/Society payroll will be divided at 9/30. The Society will be
contacted about shared pension liability. Plans are in place for division of the shared equipment, and two office
locations are on the table. Various consumer issues were addressed. The Board will now routinely use the formal
executive session process for discussing open complaints (which are confidential while under investigation). Other
complaint-related procedures were agreed to. Staff reported on the CPE audit process, as well as an examination
of PTIN registrations. The Board has received AG approval of its proposed rule changes; the next step is to appear
before the Administrative Rules Committee March 12.
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